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DPIA reference number 21DPIADS3

DfE Data Protection Impact Assessment
Part 2 - Full assessment
PLEASE NOTE:

This form is for a full assessment for processing information that is of a sensitive or highly
personal nature. If the information you are processing contains any of the following list it
may be high risk and this full assessment form needs completing:

Racial or ethnic origin,

Political opinions,

Religious or philosophical beliefs

Trade union membership,

Genetic data,

Biometric data for the purposes of uniquely identifying and individual,

Data conceming health,

Data concemning the individual's sex life or sexual orientation,

Data relating to criminal convictions and offences or related security measures,

Any other data that could be considered as sensitive, highly personal or intrusive to an
individual's privacy.

e Children

» People with mental health problems,

Any person who may be unable to easily understand the use of their personal data or
exercise their right?
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= New, innovative, or unusual technologies
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The full assessment consists of three sections.

. Section 1: The nature, scope, context and purpose of the processing
«  Section 2: Identification, assessment and mitigation of risks
=  Section 3: Sign off and outcomes

Complete section 1.

The Data Protection Assurance Team will help you complete section 2 and will advise when to complete
section 3. Section 3 is to be shared with your Senior Responsible Owner (SRO), to ensure they
understand what they need to do.

Where to find more information

The Data Protection by Design guide provides guidance on various aspect of data protection and it will
help you understand what you need to do. If you require further details relating to the DPIA process or
form, please contact the Data Protection Assurance Team.
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1. Describe your initiative and what it aims to achieve.
Include details of the intended benefits for the individual, DfE, Government and society more

widely.

In July 2020, The Children's Commission published a report detailing that 120,000 teenagers
(1 in 25) were at risk at falling through the gaps of education and social care (Source -
Coronavirus crisis could see a lost generation of vulnerable teenagers falling through gaps in the school and

At present The Department for Education only records attendance on a termly basis and this
does not give enough data for the department to make timely interventions to support vulnerable
children such as those outlined in the report.

Synopsis of Programme

To inform operational and policy decisions throughout the pandemic we needed to understand
attendance on a more frequent basis, resulting in the move to daily collections in March 2020.
This was a major change for the sector and required the development of a bespoke, manual,
voluntary data collection known as the Educational Settings (EDSET) form.

This new daily functionality has proved invaluable, with the data provided helping to shape the
government's response to the pandemic and offering new insights into the attendance pattern
of puplls.

The use of daily attendance data during the pandemic has shown that there is an opportunity
to improve data flows between DfE and schools, LAs and MATs and open the way to more
timely data being collected.

As we move into Covid Recovery work it is vital that children attend school and continue their
leaming to achieve the best possible outcomes they can. The Children's Commissioner,
Ofsted and Office for Health Improvement and Disparities all raise concerns about the
disproportionate impact COVID has on vulnerable children, including mental heaith and the
increased risks of self-harm. See links:

® Education recovery in schools. autymn 2021 - GOV UK (www gOv.uk)
* 4 Children and young people - GOV.UK {www.gov.uk)
e Damage to children’s mental health caused by Covid crisis could last for years without a large-scale

Increase for children's mental health services | Children's Commissioner for England
[childrenscommissioner.gov.uk)

Applying the lessons leamnt from the pandemic has informed our approach to automating the
collection of attendance data daily. Schools/MATs are dealing with unprecedented
challenges, we don't know what the long-term impacts of the COVID pandemic are on
children’s education and wellbeing/mental health. We do know termly, or even weekly
absence data collection will not enable the level of analysis required to support schools/MATs
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in taking early action, identifying trends and issues requiring immediate action and support
children in their care.

To be able to collect daily attendance data we have procured Wonde who will ask schools to
agree to share their daily attendance data with DfE. Once agreement is given the school
does not have to take any further action, Wonde will connect to their management information
system on a daily basis, extract the data and share it with DfE.

This change of frequency and method of collection does not require schools/MATs to do
anything in addition to their current data collection method.
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About the personal data and the processing

2. List the personal data items you will be processing for your initiative.

Highlight any data items that are special category data. This includes data such as:
Racial or ethnic origin,

Political opinions,

Religious or philosophical beliefs

Trade union membership,

Genetic data,

Biometric data for the purposes of uniquely identifying and individual,

Data conceming health,

Data conceming the individual's sex life or sexual orientation,

Data relating to criminal convictions and offences or related security measures,
Any other data that could be considered as sensitive, highly personal or intrusive to an
individual's privacy.

Demographics

Surname, forename, Date of Birth, sex, ethnicity, (ethnicity is special category data)
Unique pupil number, school unique reference number, local authority code

All attendance sub codes as requested In the voluntary data collection known as the
Educational Settings (EDSET) form.

Vulnerable Child Indicators

This is an expansion of existing data collection, it will change the method of collection and
frequency to daily collection for data currently being collected via a different frequency and
method:

Child looked after, child previously looked after - annually collected via Local Authorities in the
SSDAS03 return.

SEN support, education health and care plan, free school meals including FSM6, pupil
premium - collected in the termly school census data collection. (special category data).

Child in Need & Child Protection (not in first phase)
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2a Lawful basis for processing personal data.
Detail on what lawful basis you are processing personal data:

Put “X" next
to all that
apply.

Consent (Article 6 (1)(a)) - the individual has given clear consent for
organisation to process their individual data for a specific purpose
If relying on consent, a valid consent form is required.

Contract (Article 6 (1)(b))- the processing is necessary for a contract the
organisation has with the individual, or because the individual has asked
the organisation to take specific steps before entering into a contract.
Copy of contract required, check it has standard GDPR clauses and
covers retention.

Legal obligation (Article 6 (1)(c)) - the processing is necessary for the
organisation to comply with the law (not including contractual obligations)

Vital interests (Article 6 (1)(d)) - the processing Is necessary to protect
someone's life

Public task (Article 6 (1)(e)) - the processing is necessary for the
organisation to perform a task in the public interest or for the
organisation’s official functions, and the task or function has a clear basis
in law. (If relying on this condition, confirm the specific legislation
that allows for this legal base and ensure this allows us to do what
we want to do.)

Legitimate interests (Article 6 (1)(f)) - the processing is necessary for
the organisation’s legitimate interests or the legitimate interests of a third
party unless there is a good reason to protect the individual's individual
data that overndes those legitimate interests. (If relying on this
condition, details required on what the legitimate interest is, how the
project described in the brief purpose meets the legitimate interest
and how the project balances the legitimate interest against the data
tection rights of individuals)
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3. Specify the source of the personal data.
For example, directly from the individual, other organisation, existing DfE records.
If the data comes from DIE records, specify the system/dataset that holds the records.

If you obtain personal data from multiple sources list all of them and state what data will be
obtained from each source.

We are using a data processor (Wonde). Wonde will be working under the terms of a DfE
contract to collect attendance data from the school Management Information System and
securely transfer it to DfE daily. This collection is done using a standard interface that allows
pupil level data to be shared securely. Under the contract Wonde can only collect the data that
DfE has said they can collect, and they can only transfer it to DfE in the agreed way.

« Wonde already have established working relationships with schools and MATs and are
trusted by 19,204 schools to process pupil data as the schools contracted data
processor. Using a secure portal Wonde ask the school to give agreement to share their
data with DfE for the new daily frequency and via this new means. The process is quick
and simple, all schools need to do is click 'yes' if they want to give agreement. This is a
one-off process, once the school agrees to share data in this way it will be automatically
extracted from their Management Information System and sent to DfE each day.
Schools can revoke agreement at any time should they wish to do so.

This is not a new data collection. The data Wonde will extract under the terms of the contract
with DfE is already processed by DfE through the termly school census which schools have a
statutory obligation to complete, SSDAS03 and the EDSET collection. This collection is
changing the frequency (to daily from termly/annually) and the method from using our
COLLECT data base to the data being extracted with the school's agreement by Wonde from
their Management Information System.
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4. Explain how you will obtain the data.

For example, digital form, paper form, email, electronic transfer, face to face over the
telephone.

If there are multiple methods of obtaining data, list all of them and state what data will be
collected by each method.

How will the data be collected?

The data fields to be collected are recorded in the school management information systems
(MIS). Wonde ask schools via a secure portal to give agreement for the to share their data
with the DfE. Once this agreement is received Wonde can connect to the MIS to extract the
data as sel out in the spec (detailed above).

Wonde will transfer this data to us daily. It is important to note that we are not collecting any

new data, this reflects the school census. The change is to the frequency which will daily
compared to termly publishing as part of census.

The technical detail for this is as follows: Data will be collected from the 3rd Party Aggregator
via their API interface and landed in the Data Directorates Transient Zone, where it will be
scanned for vulnerabilities before being made available for use.

= SIEﬂTrmﬂentIm )
= E =-
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Data Aggregator s ~
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5. Explain how the personal data will be held and what security measures will be in
place.

Summarise any advice you have received from security colleagues. Attach any approvals
including Authority to Operate (AO)

Personal data which includes the special category data being collected on pupils may become
available to organisations outside DfE, Schools, LAs and MATs This could result in a loss of
trust and reputational impacts if this were to happen. If the data is lost or altered this could
impact on DfE's ability to perform our duties as it could distort results for analysis/research.
Within DfE, data is stored and processed within Microsoft Azure cloud hosting which is based
in the Republic of Ireland and the Netherlands. The Department’s use of Microsoft Azure
hosting has approval from the Cabinet Office and meet all the relevant guidelines for holding
and processing personal and restricted data. This includes ensuring the systems comply with
the Data Protection Legislation and other relevant legisiative obligations that apply to data rated
at OFFICIAL-SENSITIVE.

The Department has robust safeguards and controls in place to ensure this data, as with all our
data, is handled securely and in accordance with relevant data protection regulations. This data
will be allocated an information asset owner who will be responsible for controlling access 1o
the data to only those with a justified and legal need to access the data and will be responsible
for completing ongoing periodic reviews to ensure that the data will be retained for no longer
than is necessary for the purposes for which the data was originally collected.

DfE has received the required Offshoring Approval for using Microsoft Azure.

We have worked with our DIfE lead security information officer to ensure security colleagues
were salisfied that the requirements of Article 32 were met, and this includes the secure hub
used by Wonde. Security colleagues confirmed this before we signed the contract.

All access to the data will be authenticated via an Identity and Access Management solution
(controlled by DfE). Authorisation to see data will be controlled via role-based access rules.

DfE DPIA Part 2 2020 v0.3
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6. List any organisation other than DfE that will be involved in processing the personal
data.

In each case explain:

The role of the organisation in processing the data

The nature of the relationship to DfE

What data will be processed, how and why

How you will ensure organisations will only use the data for the specified purposes
What security measures will be in place

Attach data flow diagrams if necessary.

Schools/MAT's are the Data Controller for the initial data collection as required in law for the
School Census Data Collection.

DfE becomes the data controller at the point they receive the data collection via the secure
hub.

Wonde is acting as DfE’s data processor in accordance with the terms of the contract with DIE.
All data collected is stored in Wonde's secure hub.

Wonde has satisfied the terms of our contract with regard to our security requirements

MATs as the accountable body and data controller for academy schools for the initial data
collection as required in law until they transfer it to DIE.

LAs as the accountable body (and data controller) for maintained schools and all children living
within their boundary (or placed in care out of Authority) for safeguarding purposes

No data will be collected without the agreement from the school in compliance with the data
fields outline above (detailed in the contract)

DfE access will be managed through tokens from Wonde. The token provides access
permission for DfE to data held by Wonde. It is generated in Wonde's secure portal. The
token contains a code that DfE use when retrieving data from Wonde. These access tokens
will be tightly managed and keys need to be changed on a periodic basis (3 months) OR when
someone in an operations/support leaves who has had direct access to the token information.

DfE DPIA Part 2 2020 v0.3
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7. Specify how long the personal data will be kept and how you will ensure it is not kept
for longer than is necessary
Include details of how data will be disposed of when they are no longer needed.

66 years — Due to the unprecedented challenges schools/MATs and children are facing data
will need to be kept to enable long term analysis to be conducted. COVID will have a long-term
impact on the education of children, we will need to be able to monitor the impact throughout
their school life and into employment. The expectations of the job market and working patterns
have changed as a result of COVID, we will need to understand the relationship between
education and earmings as a result of these changes.

The effects of COVID and long COVID are as yet unknown and will need to be kept under
review.

Reviews will be conducted annually to ensure the data remains necessary for our purposes.
Data that is deemed unnecessary will be destroyed or archived as appropriate. All archived
data will be anonymised so it can no longer be linked to an identifiable person. If archived
periodic reviews will be carried and the data disposed of when it is deemed unnecessary to
hold. As part of the review, we will consider whether data can be anonymised.

The data will be refreshed (as it changes in the source system) daily.

All deletions will be managed by the Data Controller (Schools) at source in their MIS system.
The only deletions DfE will need to make is for any records which have been identified as
incormrect, these will be reviewed upon receipt of notification and deleted as required.

Where it been decided that the data is no longer required and can be deleted/destroyed, the
data will be destroyed in line with DfE practices employing a process of “secure sanitisation”,
required under “Information Assurance Standard No. 5 - Secure Sanitisation” ("IS5") issued by
the former National Technical Authority for Information Assurance (CESG), now National Cyber
Security Centre (NCSC).

8. Explain any processing of personal data that will take place outside the United
Kingdom.

This includes any “offshoring” by service providers. Have the necessary approvals been
given? Provide details

Wonde stores school data within Amazon Web Services data centre in Ireland. This ensures
data is stored in EEA and can be freely transferred between Ireland and the UK under the

current UK/EU GDPR adequacy decision.

This has been reviewed by Neil Mclvor, Chief Data Officer as part of the off-shoring approval
process and approval has been given.

DfE DPIA Part 2 2020 v0.3
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9. Explain any use of cookies or similar technologies, provide details of any optional or
analytical cookies. Attach a copy of or link to the cookies banner and cookies policy.

Not applicable

About necessity, proportionality, lawfulness and data quality

10. Explain how processing the personal data listed in question 2 will help achieve your
aims.

What are the benefits of this?
Schools, Local Authorities, Multi Academy Trusts and DIE will have more timely data:

« allowing for earlier trend analysis and indication of issues enabling significantly speedier
interventions

= belter supporting safeguarding actions protection children from harm

« Reduce persistent absence, identify trends, better able to support vulnerable children
including children wiuth caring responsibilities

e Inform any support and interventions a child needs to enable them to be in school and
help them achieve the best possible outcomes they can

= inform operational and strategic decision making

+ Support budgetary/funding decisions by identifying where money needs to be spent,
including where MATs need to prioritise their spend.

+ Able to identify trends where investment may be needed.

We have plans in place to work with the sector to play this data back to them to facilitate a
better understanding amongst schools, MATs and LAs of their own performance at pupil level,
and compare with the sector. This will inform any necessary improvement plans and more
timely interventions. This will be done using View your Education Data (VYED) which will
present the data in a report using Microsoft Power Bl. We have chosen to use VYED because
it is a reporting mechanism already in use that schools, LAs and MATs can have secure




DPA reference number 210P1LADA 3

10. Explain how processing the personal data listed in question 2 will help achieve your
aims.

access fo their data. We have chosen to use VYED as it is a tool already used by the sector
and uses Power Bl to report and visualise the data.

We will start receiving the data from our contractor Wonde on or just after the 7™ February
2022. We aim to start sharing this back to the sector from April. Before we are able to share
we will be carrying out data validation checks to ensure strong data quality.

Reporting back to the sector using VYED will give:
« Schools the ability to view all their pupil level data.

= MATSs will have the ability to view the data of all participating schools they are
responsible_for

» LAs will have the ability to view the data for all pupils living in their area.
« All users will have access to aggregated data for comparator purposes

This is an improvement to reporting of this data currently, which is only published termly
following school census. We are collecting the same data fields as the school Census, and
simply increasing the frequency of the data availability and automating how it is collected. This
will enable schools, Local Authorities, Multi Academy Trusts and DfE to make more timely
decisions based on up to date data, supporting early identification of risks/fissues and support a
pupil may need to improve their attendance at school.

We want to share data back with the sector and by doing so gradually reduce manual data
collection burdens and better support operational planning.

11. Describe any ways of achieving the initiative's aims you have considered that use
less or no personal data and explain why you have not pursued them.

The data fields proposed are already collected as part of the school census, we are not
collecting any new data fields. We are collecting the minimum needed to understand
persistent absence and to safeguard children.

DFE DPIA Part 2 2000 vD.3
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12. Explain how you will ensure that the personal data is of a sufficient quality.

Once the data has been retrieved it is placed into a secure area where all the data is scanned
for vulnerabilities. This secure area is called the Transient Zone and once all files have been

scanned the data will be available for the use.
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13. Specify the Lawful basis for processing special categories of Tick when
data complete

Explicit consent (Article 9(2)(a)) - the data subject has given explicit
consent to the processing of those individual data for one or more
specified purposes. If relying on consent, details required to confirm valid
consent, require a copy of the consent form.

Necessary for obligations under employment, social security, social
protection law (Article 9(2)(b)) - processing is necessary for the
purposes of camrying oul the obligations and exercising specific nghts of
the controller or of the data subject in the field of employment and social
security and social protection law

Vital interests (Article 9(2)(c))- processing is necessary to protect the
vital interests of the data subject or of another natural person where the
data subject is physically or legally incapable of giving consent

Processing by a not for profit body with
political/philosophical/religiousi/trade union aim (Article 9(2)(d)) -
processing is carried out in the course of its legitimate activities with
appropriate safeguards by a foundation, association or any other not-for-
profit body with a political, philosophical, religious or trade union aim and
on condition that the processing relates solely to the members or to
former members of the body or to persons who have regular contact with
it in connection with its purposes and that the individual data are not
disclosed outside that body without the consent of the data subjects

Data made data public by subject (Article 9(2)(e)) - processing relates
to individual data which are manifestly made public by the data subject

Necessary for judicial reasons (Article 9(2)(f)) - processing is
necessary for the establishment, exercise or defence of legal claims or

whenever courls are acting in their judicial capacity

Substantial Public interest based in law (Article 9(2)(g)) - processing | X
is necessary for reasons of substantial public interest, on the basis of
Union or Member State law which shall be proportionate to the aim
pursued, respect the essence of the right to data protection and provide
for suitable and specific measures to safeguard the fundamental rights
and the interests of the data subject

Processing for healthcare reasons (Article 9(2)(h)) - processing is
necessary for the purposes of preventive or occupational medicine, for
the assessment of the working capacity of the employee, medical
diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services on the basis
of Union or Member State law or pursuant to contract with a health
professional
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Processing necessary for public health reasons (Article 9(2)(i)) -
processing is necessary for reasons of public interest in the area of public
health, such as protecting against serious cross-border threats to heaith
or ensuring high standards of quality and safety of health care and of
medicinal products or medical devices, on the basis of Union or Member
State law which provides for suitable and specific measures to safeguard
the rights and freedoms of the data subject, in particular professional
secrecy

Necessary for archiving, scientific, historical research or statistical
purposes

(Article 9(2)(])) - processing is necessary for archiving purposes in the
public interest, scientific or historical research purposes or statistical
purposes based on law which shall be proportionate to the aim pursued,
respect the essence of the right to data protection and provide for suitable
and specific measures to safeguard the fundamental rights and the
interests of the data subject

As required by section 10 of the DPA, the processing meets the
requirement in goint (D), (h), () or (i) of Article 9(2) of the GDPR for
authorisation by, or a basis in, the law of the United Kingdom or a part of
the United Kingdom only if it meets a condition in Part 1 of Schedule 1.

If relying on (b), (h), (i) or (j) of Article 9(2) of the GDPR, identify which
condition in DPA 2018 Schedule 1. Part 1 is met.

‘he impact on individuals and their rights

14. Describe the effect the initiative is intended to have on individuals.

solutions quicker. It will help with safeguarding.

No negative effects are expected.

There are no blockers in terms of data subjects being able to exercise their rights in Data
Protection Legislation. If a data subject request is received the DfE will consider them on a
case by case basis and will respond guided by the law on whether rights are granted or not.

This improved frequency and collection method is expected to benefit data subjects as we will
be able to identify concerns about pupils' attendance quicker and therefore offer support and

DfE DPIA Part 2 2020 v0.3
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15. Explain how individuals will know that their personal data will be processed in this
way.

nmmumhwnmwmoﬁmmmmmm (DIE
If this initiative will have its own privacy notice please attach details.

Data subjects and their parents in many cases will be informed about this processing via
specific DfE privacy notices, supported by Questions and Answers on the new process and the
data protection concemns they may have. We are planning a series of webinars for schools
and a video to make it easier for schools, children, parents and carers to understand how data
will be used.

Schools will be updating their privacy notices to explain that they will be sharing this data with
DfE and what the purpose is. DfE will be assisting in this by providing templates that schools
may wish to use.

To assist schools with their accountability, DfE will provide regular (Bi-Annual/Termly updates
to the programme including an updated DPIA and list of data shares).

DfE have created specific communications and Questions and Answers on the new process
and data protection potential concerns for the sector to outline. This will enable them to
understand the impact of the changes and decide whether to agree and be able to explain to
parents/carers and children what the benefits are if asked.

DfE will develop a video and cartoon to be available in May 2022 for parents to explain this
daily data collection. From September 2022 we will issue a letter for all parents via schools to
explain what child data DfE collects and processes for what purpose. In October 2022 we will
develop an information pack for all prospective parents applying to schools this will explain
how DIE will collect and process their child’s data.

16. Explain what choice, if any, individuals have about:
¢ Their involvement in the initiative
« How their data are processed.

The data is processed under Public Task and therefore Data Subjects do not have the right to
erasure or the right to portability.

They can ask the data to be rectified or completed if it's wrong,

It is a statutory requirement for schools to provide the data outlined above to the DfE. If any
errors in the data are identified the data subject can ask for the data to be rectified by
contacting the school or by contacting DfE Data Protection Team

DfE DPIA Part 2 2020 v0.3
Page 17




DPlA reference number 210PADA3

16. Explain what choice, if any, individuals have about:
+ Their involvement in the initiative
« How their data are processed.

The data subject also has the right to object, data subjects can exercise this right by contacting
the DfE Data Protection Team.

17. Describe any consultation with individuals who may be impacted about the
processing of personal data in your initiative that has taken place or is planned.

If you do not consider consultation to be necessary, explain why.

We have not consulted individuals DfE already collect attendance information about pupils
from schools via the school census data collection. We have developed a speciifc privacy
natice for parents/children to explain why we are changing the frequency and method of
collection, we are asking schools to make this available to parents via their websites and it has
been made available to schools via DfE communications in our google drive for schools and
MAT, It is published on Wonde's secure hub..

Legislation

o School Census Callection - section 537A Education Act 1996 and the regulations made
under that power — such as the Education (Information About Individual Pupils) (England)
Regulations 2013

. Requirement for schools to record attendance data: section 537A and section 434
Education Act 1996 — and regulations made under those powers including the Education (Pupil
Registration) (England) Regulations 2006 and the 2013 regs referred to above

. Legal duty for a parent to ensure their child is in schoal:
The primary duty is section 7 Education Act 1996.

We have not consulted with the data subjects as this is not a new data collection, we have
engaged with the sector as follows:

Star Chamber (External Scrutiny Board) — general support given, offered to help shape the
solution by way of a user group and receive updates on progress and next steps.

Conversations with the Local Government Association (LGA) Association of Directors of
Children's Services (ADCS) Trade Unions (TU's) Local Authorities (LAs) Multi Academy Trusts

DFE DPIA Part 2 2020 v0.3
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17. Describe any consultation with individuals who may be impacted about the
processing of personal data in your initiative that has taken place or is planned.

If you do not consider consultation to be necessary, explain why.

(MATs) — supportive of the proposition, made it clear we need to communicate the value to the
sector and that this must not place additional administrative burdens on schools. Best practice
shared along with potential uses for the data

18. The right of access: Explain how individuals will be able to access their personal data
that will be processed.

We have an established SAR process as highlighted in the privacy notice, this can be
accessed via the link in the privacy notice. See below:

For further information and how to request your data, please use the ‘contact form’ in the
Personal Information Charter at hitps.//www.gov.uk/qovernment/organisations/department-for-

- = ATAL A 2 ATARL" 4

19. The right to rectification: Explain how personal data will be updated if an individual
informs you that the personal data you hold about them are incorrect or incomplete.

Consider how you will ensure that all instances of data can be identified and updated if
required.

They can ask the data to be rectified or completed if it's wrong

DfE DPIA Part 2 2020 v0.3
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20. The right to erasure: Explain how you will erase the personal data of an individual if
required to do so before the normal retention period.

Consider how you will ensure that all instances of the data can be identified and erased if
required.

NA

21. The right to restrict processing: Explain how you will prevent the personal data of an
individual from being erased according to the normal retention period if required to do so.

Consider how you will ensure that all instances of the data can be identified and prevented
from being erased If required.

DfE has a process in place to comply with this right via our standard “contact” process via DfE
Contact us as highlighted in our privacy notice, details copied below:

If you have any questions about how your personal information will be used, please contact us at
hitps /www gov uk/contact-dfe and enter School's attendance data collection as a reference.
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22. Does your initiative involve automated decision making?

Automated decisions are those which:
« Are based solely on automated processing with no human involvement; and
« Have a legal or similarly significant effect on the individual

NO

23. Does your initiative involve any profiling?

“Profiling” means evaluating or scoring individuals using automated processes to analyse or
predict aspects about their;

Performance at work

Economic situation

Health

Personal preferences or interests

Reliability or behaviour

Location or movements

No autumatlc profiling

24. Is the purpose of your initiative the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties?

NO
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Saction 2: Identification, assessment and mitigation of risks

DPlA reference number 21DPADL3

Dala subjects not eware
thal their parsonal data is
being shared in this way.

PArents may have concem aboul
whal ther child's pupil level data
will be usad for

This data s colecied thwough the
fermiy school census now.

The change is the frequency and
maethod in which the data is
transferred to the DFE

Ko pupil level data wil be shared
ofher than with the schoal and
ralevant LA or MAT

Data transfer and siorage is
secure and compliant with DFE
requinements for Data Prolecion
and GOPR

Describe the source | Describe the nature of Impact Likelihood | Overall Mitigation Residual Risk
of the risk potential impact on 1=\ery 1=\ery Risk 1=\ery Low
individuals. Low Low Impact x § = Very High
S=Very |5=Very |Likelihood
zl'!!' High

Data could be losl or
shared in error with third

Personal data on indhiouwals
might become available 1o

Data tranafer and storage s
secure and complani with DFE

Data s secuely destoyed n line
will agreed relenbon schedules.

paries as part of the orpansafions outside the DIE / requiremenis for Data Protecton

sharing back to schools, schoois, Local Authorites and and GDPR

Local Authoriies and Multi | Mulli Academy Trusis Rule based permissons wil be n

Acadamy Trusis place using the VYED platiorm

Diata could ba processed This may expose the department | 2 1 2 Regular reviews will be i place 1

or refamed for longer than | o challenge o determine if data should still ba

is NECcEssary processed of retained can be
disposed of

DfE DPIA Part 2 2020 w03
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Section 3: Sign off and outcomes

Sign off Name and date

Reflect actions in project plan, with date and responsibility | Nicky Mcllwraith - working
for completion. with Programme Team
Measures approved by: 15" Februrary 2022

If accepting any residual high risk (a score of 15 or more), Emma Wharram
the DPO must consult the Information Commissioner before | 15" February 2022
going ahead.

Residual risks approved by:

The Data Protection Assurance Team will advise on Nicky Mcliwraith
compliance, and risk mitigation options.

Data Protection Assurance Team advice provided by:

Summary of Data Protection Assurance Team advice:

Due to the high profile nature of this programme — escalated to DPO and Deputy DPO

DPO to be consulted: Yes

Date consulted: Latest consultation — 15" February 2022

DPO comments:

| am content that there is a valid need for this processing and the benefits out way the risks.
However due to the high-profile nature and the volume of collection, | confirm that will be
escalating this to the ICO for their comments and insight.

DPIA to be kept under review: Review date:
Yes 16" March 2022




