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Queensmill School 

Policy guidance on acceptable use of the Internet 
 
Introduction 

The purpose of the Internet in school is to increase the opportunities for students to access a wider 
range of resources in support of the curriculum  
It supports the professional work of staff and enhances the school's management information and 
business administration systems.  
Access to the Internet is a necessary tool for staff and students. It is an entitlement for all students as it 
helps them to develop a responsible and mature approach to accessing information. 
 
How will the school ensure Internet use provides effective learning? 

 Pupils using the Internet will be supervised appropriately  

 Curriculum planning will identify opportunities to enrich and extend learning activities via access 
to the Internet. 

 Internet access will be purchased through the LA, which provides a firewall that filters out 
inappropriate sites 

 The school will work with the LA to ensure systems to protect pupils are regularly reviewed and 
improved. 

 
How will Internet access be authorized? 

 Internet access is a necessary part of the statutory curriculum. It is an entitlement for children 
based on responsible use.   

 Parents will be informed that students will be provided with monitored Internet access.   
 This policy will be made available to parents/carers on request. 

 

How will the School ensure Internet access is safe? 

 The school reserves the right to remove access to any website it considers inappropriate. 
 The school will work in partnership with parents; the LA and the DfES to ensure systems to 

protect children are reviewed and improved. 
 The ICT coordinator will ensure that regular checks are made to ensure that the filtering methods 

selected are effective in practice. 
 If staff or children discover unsuitable sites, the URL (address) and content will be reported to the 

borough’s Education IT department via the ICT coordinator. 
 Any material that the school suspects is illegal will be referred to the appropriate authorities 

immediately. 
 

The Internet is a communications medium that is freely available to any person wishing to publish a 
website with no editorial intervention. While access to appropriate information should be encouraged, 
students will generally need protected access to the Internet and the school will do its utmost to ensure 
this. 
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How will E-mail be managed? 

 KS2 pupils are expected to use email as part of the National Curriculum. 
 KS2 and KS3 pupils will be taught the functionality of emailing using penpal system. Pupils may 

send email as part of planned lessons, using class email addresses. 
 The forwarding of chain letters will be banned. 

 
How will incidents be handled? 

The management of the acceptable use of the Internet in school is achieved by:  
 Protection software installed on the computers 
 Acceptable Use Policy adopted by the school  
 A range of procedures for infringements of the policy is in place 

Whenever a staff member infringes the policy, the final decision on the level of sanction will be at the 
discretion of the Head teacher and / or Senior Management Team.  
 
Infringements (in order of severity) 
 
Staff  
 
Category A  

 Use of Internet for personal activities during lesson time. 
Sanctions:  1. Verbal reminder by line manager 
   2. Verbal reminder by head teacher 

 3. Formal written warning from head teacher. 
 
Category B  

 Continued use of Internet for personal activities during lesson time 
 Deliberately accessing, downloading and disseminating any material deemed offensive, obscene, 

defamatory, racist, homophobic or violent. 
 Deliberately accessing another person’s email account and/or reading and forwarding on of 

emails without permission. 
 Receipt or transmission of material that infringes the copyright of another person or infringes the 

conditions of the GDPR or Data Protection Act 2018.  
 Bringing the school name into disrepute  
 

Sanction: Internet Access withdrawn and other authorities will be notified if need be. 
 
How will staff and children be informed?  

 Rules for Internet access will be posted near computer systems. The Acceptable Use Statement 
or Rules for Responsible Internet Use will be printed as posters. 

 All staff will be provided with the Acceptable Use of the Internet Policy, and its importance 
explained. The policy will be made available to parents on request 
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How to send E-Mail Attachments and Hyperlinks securely 

Sending information via e-mail attachment is quick and easy but is open to the risk that someone other 

than the intended recipient can intercept it.  This can be a serious problem if the information contained 

within the attachment is sensitive or confidential. 

To help you decide whether you need to password protect and/or encrypt any files before sending 

them, look at the three questions below.  If you answer ‘yes’ to any of them then you should use 

password protection and/or Egress encryption. 

 Do you send and receive email messages containing confidential information about the 
pupil/employee? 

 Do you have data that could cause damage to either the living person and/or school if it fell into 
the wrong hands?  

 Are you sending strictly confidential documents?  

To help you keep the contents of your e-mails secure, below are some instructions on how to password 

protect Word/Excel documents, send a Hyperlink to a certain folder, embed PDF into Word/Excel and 

how to use Egress Switch for Outlook so that you can send it securely. 

1. Password protecting a Word/Excel document 

Microsoft Office allows you to apply a password to an individual document so it can only be opened 

once the recipient has entered the correct password.  

Please remember that if you forget the password you will not be able to recover the document. 

Follow the steps below to apply a password to a document: 

1. Click the File tab. 

2. Click Info. 

3. Click Protect Document, and then click Encrypt with Password. 

4. In the Encrypt Document box, type a password, and then click OK. 

5. In the Confirm Password box, type the password again, and then click OK.      

Best Practices 

 Make passwords hard to guess (6-12 characters in length, at least one capital letter and at least 

one symbol).  DO NOT use a word that appears in a dictionary. 

 NEVER send out passwords in the same email as the protected/encrypted file(s). 

 Always confirm the identity of the recipient before releasing passwords. 

 Inform recipients of passwords either face to face, by telephone, text message or, if none of 

these methods are accessible, in a separate email. 

 Remember the password as forgotten password means lost document. 
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2. Sending a hyperlink to a folder 

If you want to send a file to someone inside school`s network, it is advised that you simply send a 

hyperlink (route) to that specific folder. To do so open new email window, select insert tab and select 

Hyperlink. 

 

Browse until you find the specific folder or subfolder for which you want the direct link.  

 

Hyperlink is now created and showed as an example below. 

T:\PPA Timetable\2018-19\PPA timetable Autumn 2018.docx 

 

 

 

file://///qmfs01/sharedfolders$/TeacherShared/PPA%20Timetable/2018-19/PPA%20timetable%20Autumn%202018.docx
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3. How to embed a PDF to word/excel 

Occasionally we have to email PDF file which contains personal/sensitive data of pupils or other 

members of staff. We are unable to password protect PDF directly but we can achieve sufficient level of 

protection with embedding (inserting) PDF document into Word/Excel and password protect Word/Excel 

later (as described in section 1).  

To do that follow steps below:  

1. Open the word/excel document and select Insert on the ribbon. 

2. In the insert tab click the dropdown arrow for Object and Select Object. 

 

3. The Object dialog box will appear then select Create from File. 

4. Choose Browse and select the PDF file you would like to Embed. 

 

Tick “Display as icon”. At this stage you can rename the document by clicking “change Icon” option. 
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5. Type in desired file name 

6. The file location will now appear on the Object dialog box 

7. Click OK and the file icon will appear on the spreadsheet. To open file double click the icon. 

PDF is now successfully embedded (inserted). Save word/excel file in on your computer or server and 

proceed with password protection as described in section 1. 

Please remember that if you forget the password you will not be able to recover the document. 
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4. How to send a secure email in Outlook using Egress Switch 
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